Sending and Receiving

Secure Email

Change Healthcare is informing you that the way we send and receive
secure emails is changing.

When you receive a Secure Delivery email for the first time, you will have to
register with the Cisco Secure Email Encryption Services (CRES). This is a one-
time registration process.

Upon receipt of a secure email, you will see there are several notices that do
not display on current emails. There will be an indication in the inbox as well as
on the email.
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Be careful with this message

This message contains one or more attachments that can’t be verified as safe. Avoid downloading them unless you know the sender and are confident that this email is legitimate.

You have received a secure message

d and view the secure email message.

One attachment + Scanned by Gma
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1. Forward the secure email fo mobile@res.cisco.com to begin the registration
process.

vvvvvvvvvv Forwarded message -—--—-——

From: Steve.Rogers@CptAmerica.com

Date: Tue, Feb 7, 2023 at 3:42 PM

Subject: Secure Message from Steve Rogers@CptAmerica.com
To: <eepssitetrain@gmail.com>

You have received a secure message

1f you have concerns about the validity of this message, contact the sender directly.

To retrieve your encrypted message, follow these steps:

1. Click the attachment, securedoc.html.

You will be prompted to open (view) the file or save (download) it to your computer. For best results, save the file first, then open it in a Web browser.
2. Enter your password.

If you are a first time user, you will be asked to register first.

Mobile device users: forward this message to 1. You will be emailed a link where you can enter your password and view the secure email message.

For help opening securedoc.html, see

To initiate a new email message htt

securedoc_20230207T154215.html (161K)

mi@wCD@Q&ZB

Quick Reference Guide

2. You will receive an email from mobile@res.cisco.com within 1-2 minutes.
Click the link to access the document.

Note | Check your spam or junk folder if you do not receive this email.

0 mobile@res.cisco.com

Your message has been stored in a temporary location on the Secure Email Encryption Mobile Device Server and can be accessed by clicking on the fellowing link

https:iires.cisco.com/envelopeopener/MDSOpen.action?mds=1178822416&su=eepssitetrain%40gmail.com&localeUl=en

The message will be deleted automatically after 8 hours.

To know more about Ci
Terms of Service: hit
Privacy Policy: hit
Customer support: htips
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3. The Secure Email Envelope Service page displays. Your email automatically
populates. Click Log In.

Secure Email
Envelope Service

eepssitetrain@gmail com
LogIn

OR:

& Sign in with Google

4. The You are not registered page displays if this is your first-time accessing a
CRES Secure Email. Click Register.

Quick Reference Guide

Secure Email English (US) v| @

Encryption Service

You are not registered

To open this message, you must first register and create a
password.
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5. Complete the required information following the rules provided on the
page. Click the I agree to Cisco Secure Email Encryption Service’s Terms of
Service checkbox. Click Register.

Secure Email

Encryption Service

New User Registration

Enter Personal Information
Email Address

eepssitetrain@gmail.com

First Name Last Name
EEPS SITETrain
Create a Password )
Password Validation

D, ] * . "
Password Must contain at least one alphabet

[ ] Must contain at least one number
Confirm Password Length must be between 8 and 4
characters

Confirm Pz

Quick Reference Guide

I agree to Cisco Secure Email Encryption Service's Terms of Service

6. The Final Step: Account Activation page displays. Return to your email and
open the email from CRES Do Not Reply. Click Activate Account.

Please activate with CRES

® CRES Do Not Reply <DoNot?
@ ©mT

©

Account Activation

Dear EEPS SITE,

Thank you for registering with Cisco Secure Email Encryption Service
To stop the registration process you can this account

on safe, Cisco recommends that you never give your CRES password

icome to Secure Email Encryption Service

7. The Email address confirmed page displays. Close this window.
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8. Open the original secure message and click the download icon on the
securedoc.html at the bottom of the message.

You have received a secure message

Quick Reference Guide

9. The Secure Email Envelope Service page displays. Click Log In.

Secure Email

Envelope Service

eepssitetrain@gmail com

LogIn
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10. Enter the Password created during the registration process and click Log In.

11. The secure email displays.
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Secure Email Encryption Service

Secure Message from Steve.Rogers@CptAmerica.com

Test email
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